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= Introduction to Socket/WinSock Programming

= |IPv4 WinSock Programming

= |[Pv6 WIinSock Programming

= |Pv6 Translation Middleware- Socket-layer Translator
= Conclusions
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i Introduction

= What 1s Windows Sockets?

- An Open Interface for Network Programming under Microsoft
Windows

s What are 1ts Benefits?

- an open standard
- source code portability
- support dynamic linking

s What 1s its Future?
- WinSock 2
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Windows Sockals
Application

Windows Sockets [H
Programming
Interface

Phane Electric Computer
Metwork Power Grid Netwark

Standard applications using standard interfaces to access
standard services.
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‘L BSD Socket APIs

accept() bind() closesocket() connect()
getpeername() getsockname() getsockopt() htonl()
htons() inet_addr() inet _ntoa() I1octlsocket()
listen() ntohl() ntohs() recv()
recvfrom()  select() send() sendto()
setsockopt() shutdown() socket()

gethostname()

gethostbyaddr() gethostbyname()
getprotobyname() getprotobynumber()
getservbyname() getservbyport()
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i Winsock APIs

WSAAsyncGetHostByAddr() WSAAsyncGetHostByName()
WSAAsyncGetProtoByName() WSAAsyncGetProtoByNumber()
WSAAsyncGetServByName() WSAAsyncGetServByPort()

WSAAsyncSelect() WSACancelAsyncRequest()
WSACancelBlockingCall() WSACleanup()
WSAGetLastError() WSAIsBlocking()
WSASetBlockingHook() WSASetLastError()
WSAStartup() WSAUnNnhookBlockingHook()
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Windows Sockets 2.0 Architecture

WinSock 2 API

WinSock 2
Application

WinSock 2
Application

Transport Functions

Name Space Functions

The WinSock 2 DLL
WS2_32.DLL (32 bit)

WinSock 2

WinSock 2

Transport SPI

Transport
Service
Provider

2004/12/24

Name Space SPI

Transport
Service
Provider

Name Space
Service
Provider

Name Space
Service
Provider
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i Compatibility of Winsock

2004/12/24

WinSock 2 API

WinSock 2 SPIE;

WinSock 2
Application

WinSock 1.1
Application

WINSOCK.DLL (16 bit)
WSOCK32.DLL (32 bit)

WS2_32.DLL (32 bit)

TCP/IP
Transport
Service Provider

WinSock 1.1 API

TCP/IP-based
Namespace
Service Provider
e.g. DNS
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0S! Model TCP/IP Protocol Suite Windows Sockets Model
7 Application
: Windows
6 Presentation | FTP.SMTP, andDNS | Sockets
b ' application
o | " _
layers . il elet el ———— ——— __ Winsock
T—we;— — — — o — === — i : - - 8y AP'
0 .
layers 4 Transport 1CP and 5% protocol stack
3 — | 1P, AR, and ICMP (TCP/IP)
2 Data link | __ Data link | network driver
i Physical | Physmal | network interface

The TCP/IP protocol suite compared to the OSI model and
Windows Sockets model.
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i Chient/Server Model

s Client-Server Model
s Client and Server Association

- protocol ( same for both Clint and server sockets )
- client IP address

- client port number

- server IP address

- server port number
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i Client/Server Programming(1)

TCP Client TCP Server
( socket | socket bind
a— —
connect accept listen
|\ \l/ ) \) .
(( 1) data 4 )
send >  recv
) data (
recv |* send
/ N
v v
close/ close/
closesocket closesocket
v v

® ®
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i Client/Server Programming(2)

UDP Client UDP Server
[ socket J socket
\2
bind
|\ \1/ J
/’ *\ data /’ ‘\
sendto » recvfrom
e N\ data s N
recvfrom [* sendto
|\ J \\ J
v v
close/ close/
closesocket closesocket

® ®
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i Network Program Sketch

= Open a socket
= Name the socket
= Assoclate with another socket
= Send and receive between sockets
= Close the socket

2004/12/24 Speaker: Whai-En Chen 14
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Open a Socket

socket()

To open a socket you call the socket () function

SOCKET PASCAL! FAR socket (int af, /* protocol suite */
int type, /* protocecl type */
int protocol); /* protocol name */

af: “address family,” otherwise known as the socket domain
type: socket type

protocol:  the protocol to use
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i Name the Socket

= What’s in a Socket Name?

- protocol, port number and IP address

= bind()
int PASCAL FAR bind (SOCKET s, /*an unbound socket */
struct sockaddr FAR *addr, [*local port and IP addr */
int namelen); [*addr structure length*/
S: socket handle

addr :  pointer to a socket address structure
(always a sockaddr _in data structure for
TCP/IP)

namelen: length of socket structure pointed to by addr
(always 4 for TCP/IP)

2004/12/24 Speaker: Whai-En Chen 16



LAB 117 )
FlR (O
VoIP LAB @il

i Name the Socket

s sockaddr Structure

struct stockaddr {

u_short sa family; [*address family*/
char sa_data[14]; /*undefined*/
b

sa_family . address family
sa data: address structure data area defined
according to address family value

2004/12/24 Speaker: Whai-En Chen 17
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i Name the Socket

= sockaddr in Structure

structure sockaddr_in {

short sin_family; /* address family (PF_INET) */
u_short sin_port, /* port (service) number */
struct  In_addrsin_addr; /* IP address (32-bit) */
char sin_zero[8]; /*<unused filler>*/

b

sin_family : address family

sin_port .  16-bit port number in network order

sine_addr : 32-bit Internet address in network
order

2004/12/24 Speaker: Whai-En Chen 18
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i Assoclate with Another Socket

= Protocol ( same for both client and server sockets)
= client IP address
= client port number
= server IP address
= Server port number

2004/12/24 Speaker: Whai-En Chen 19
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i Assoclate with Another Socket

sl
: Layers )
Windows Sockets Windows Sockets
client application f server application
G
cliend socket handle server socket handle
]
WinSock AL e e e I
AP1
client 4 ] SEIVEr
1) protocol 3 1) protocol
focal folient) remafe (server) 2 local (server) remaole (client)
2} port numiber 4) port number 1 2) port numbser 4) port number
3) IP address 5) IP address 3) IP address 5) IP address
network system network system
f (/ﬂf‘\,_\ L4 ' |
amy infternebwark
network W network
After the association is completed, the client and server know the
socket name of their peer. The combination of the two socket
names defines the association.
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i Assoclate with Another Socket

= How a Server Prepares for an Association

listen()
int PASCAL FAR listen ( SOCKET s, /*anamed, unconnected
socket */
int backlog) ; /* pending connect queue
length */
S: socket handle to a named socket ( bind() called),

but not yet connected
backlog: length of the pending connection queue ( not the
same as the number of accepted connections)

2004/12/24 Speaker: Whai-En Chen 21
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i Assoclate with Another Socket

= How a Client Initiate an Assoclation

connect()

int PASCAL FAR connect (SOCKET s, /*an unconnected socket */
struct sockaddr FAR *addr, [*remote port and IP addr */
int namelen ); [* addr structure length */

S: socket handle

addr: pointer to socket address structure (always a

sockaddr _in structure for TCP/IP)
namelen: length of structure pointed to by addr (always 4
for TCP/IP)

2004/12/24 Speaker: Whai-En Chen 22
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i Assoclate with Another Socket

ECA e

= How a Server Completes an Association

accept()

SOCKET PASCAL FAR accept (SOCKET s, /*a listening socket*/
struct sockaddr FAR *addr,  /*name of incoming

socket™*/
int FAR *addrlen);
S: socket handle
addr: pointer to socket address structure (always a

sockaddr _in structure for TCP/IP)
addrlen: length of socket structure that addr points to
( always 4 for TCP/IP)
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I LAB 117 'ﬁj
National Chiao TGRS & I'i"

VolP LAB e ]

Send and Recelver between Sockets

= Sending Data on a “Connected” Socket

send()
int PASCAL FAR send (SOCKET s, [*associated socket*/

const char FAR *buf, [*buffer with outgoing data*/
int len, [*bytes to send*/
int flags ); [*option flags*/

S: socket handle

buf: pointer to a buffer that contains application data to

send

len: length of data (in bytes) to send
flags: flags to affect the send ( MSG_0OO0OB, MSG_DONTROUTE)

2004/12/24 Speaker: Whai-En Chen 24
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Send and Recelver between Sockets

= Sending Data on an “Unconnected” Socket

sendto()

int PASCAL FAR sendto (SOCKET s,  /*avalid socket */
const char FAR *buf, [*buffer with outgoing data */
int len, [*bytes to send */
int flags, [*option flags */
struct sockaddr FAR *to, [*remote socket name */
int tolen ); [*length of sockaddr */

to: pointer to socket structure (always a sockaddr _in for

TCP/IP) that contains destination address and port
number ( socket name)

tolen: length of socket structure pointed to by to ( always 4
for TCP/IP)
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Send and Recelver between Sockets

= Receiving Data

recv()
int PASCAL FAR recv (SOCKET s, [*associated socket*/
char FAR *buf, [*buffer with outgoing data*/
int len, [*bytes to send */
int flags ); [*option flags */
recvform()
int PASCAL FAR recvform (SOCKET s, [*a valid socket™/
char FAR *buf, [*buffer with outgoing data*/
int len, [*bytes to send */
int flags ); [*option flags */
struct sockaddr FAR *from, /*remote socket name */
int fromlen ); [*length of sockaddr */
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Send and Recelver between Sockets

S: socket handle

buf: pointer to a buffer that contains application data to
send

len: length of data (in bytes) to send

flags: flags to affect the send ( MSG_OOB,
MSG_DONTROUTE)

from:  pointer to socket structure ( always a sockaddr _in for
TCP/IP) that contains source address and port
number ( socket name)

fromlen: length of socket structure pointed to by from ( always
4 for TCP/IP)
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i Other Useful Socket Functions

= Byte Ordering Functions
= ntohs(), ntohl()
= htons(), htonl()

= Address Translation Functions
« inet_addr()- #-F B #& = 321> < ehlP > ht
= inet_nota()- #-32i ~ P iz hhfik = F

= Name Resolution
= gethostbyaddr()-f1* host sz st &k j& B~3% host e L
= gethostbyname()-41 * host 7 & F= K & B~3% host 373
= 1B whostenten R S

= WSAStartup() and WSAClIeanup()
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hostent 7k 5 1

struct hostent {

char FAR * h_name;
char FAR * FAR * h_aliases;
short h_addrtype;
short h_length;
char FAR * FAR * h_addr_list;

¥

. F_— iglinked-list
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i Byte Ordering Function

Increasing memory address

Address A+1 Address A

| |
! !

Address A Address A+1

Little-endian byte order:

Big-endian byte order:

Increasing memory address
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int main(int argc, char **argv)

int listenfd, connfd;

struct sockaddr_in servaddr;

char bufffMAXLINE];

time_t ticks;

listenfd =

socket(AF _INET, SOCK_STREAM, 0);
bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET,;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port = htons(13);

[* daytime server */

bind(listenfd, (SA *) &servaddr, sizeof(servaddr));

2004/12/24 Speaker: Whai-En Chen

31



LAB 117

‘6—:@‘;}“{\’@ "“g !2 e VOIISgL LAB
|Pv4 Example for _ _
Daytime Server (Connection-oriented)

listen(listenfd, LISTENQ);

for (;;){
connfd = accept(listenfd, (SA *) NULL, NULL);

ticks = time(NULL);
snprintf(buff, sizeof(buff), "%.24s\r\n", ctime(&ticks));
write(connfd, buff, strlen(buff));

Close(connfd);
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|Pv4 Example for _ _
Daytime Client (Connection-oriented)

int main(int argc, char **argv)
{
int sockfd, n;
char recvline[MAXLINE + 1];
struct sockaddr_in servaddr;
If (argc 1=2)
err_quit("usage: a.out <IPaddress>");
If ( (sockfd = socket(AF _INET, SOCK_STREAM, 0)) < 0)
err_sys("'socket error"');
bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET;
servaddr.sin_port = htons(13);
[* daytime server */
if (inet_pton(AF _INET, argv[1], &servaddr.sin_addr) <= 0)
err_quit("inet_pton error for %s", argv[1]);

2004/12/24 Speaker: Whai-En Chen 33
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Daytime Client (Connection-oriented)

If (connect(sockfd, (SA *) &servaddr, sizeof(servaddr)) < 0)
err_sys("connect error");

while ( (n = read(sockfd, recvline, MAXLINE)) > 0) {
recvline[n] = 0;
/* null terminate */
If (fputs(recvline, stdout) == EOF)
err_sys("fputs error");
¥
if (n<0)
err_sys("read error");
exit(0);
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V4/v6 Protocol-independent
Application

{ Tcp/upp [ TcP/uDPve M TcP/upP [l TCP/UDPVE [
Prc

Layer 1 and 2 Layer 1 and 2
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2 § & #& & nSocket API (i B )
s Serverz (4% ;N 75
= Socket open a socket
= bind bind local address to the socket
= listen listen on a port
= accept wait for the connection
= read/write if TCP

= recvfrom/sendto iIf UDP
s Clientz e85 ;% 75

= Socket open a socket
= connect connect to a server
= read/write If TCP

= recvfrom/sendto if UDP
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s Socket $-#c & fid

IPv4 IPV6
AF_INET AF_INET6
PF_INET PF_INET6

IN_ADDR_ANY inaddr6_any
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IPv4 IPVv6
in_addr In6_addr
sockaddr

sockaddr_in6

sockaddr_in sockaddr_in6
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|PV4 Socket Address Structure

Struct in_addr{
in_addr t s addr; [*32bit IPv4 address*/
3 [*network byte ordered™/

struct sockaddr_in {

uint8 t sin_len; /[* length of structure(16) */
sa_family t sin_family; [* AF_INET */
in_port_t sin_port; [* 16bit TCP or UDP port number */
[*network byte ordered*/
struct in_addr sin_addr; [* 32bit IPv4 address */
[*network byte ordered*/
char  sin_zero[8]; [* unused */

}; /* included in <netinet/in.h> */

2004/12/24 Speaker: Whai-En Chen 43
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|PV6 Socket Address Structure
Struct in6_addr{
uint8 t  s6_addr[16]; [*128Dbit IPv6 address™/
}; [*network byte ordered*/
#define SIN6_LEN /* required for compile-time tests */
struct sockaddr _in6 {
uint8 t sin6_len; [* length of structure(24) */
sa_family t sin6_family; [* AF_INET6*/
In_port_t Sin6_port; [* Transport layer port# */
[*network byte ordered*/
uint32_t sin6_flowinfo; [* priority & flow label */
[*network byte ordered*/
struct in6_addr sin6_addr; [* IPv6 address */

[*network byte ordered*/
}; /* included in <netinet/in.h> */

2004/12/24 Speaker: Whai-En Chen
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IPv4 IPv6
sin_len Sin6_len
sin_family sin6_family
sin_port sin6_port
sin_addr sin6_addr
s_addr s6_addr
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IPv4 IPV6
inet_aton() _
Name-to_address inet_addr() Inet_pton()
Functions
inet_ntoa() inet_ntop()
getipnodebyname()
Address conversion gethostbyname() getipnodebyaddr()
Functions gethostbyaddr() getnameinfo()
getaddrinfo()
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i Data Structure Comparison

= AF independent = AF Independent

= Struct sockaddr = Struct sockaddr_storage
= |Pv4 dependent = |Pv6 dependent

= Struct in_addr = Struct in6_addr

= Struct sockaddr _in = Struct sockaddr_in6
= Name resolving = Name resolving

= struct hostent = Struct addrinfo

IPv4 IPv6
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i Definitions and Function Calls

= Address Family&Protocol Family
= AF_INET6 & PF_INET®6 for IPv6

= No changes to transport socket APIs
= socket(), connect(), bind()......

= Name resolving
= AF dependent functions are obsolete
= New AF independent functions
= gethostbyname() and gethostbyaddr()- IPv4-only
= getaddrinfo() and getnameinfo()- IPv4 & IPv6

S S -
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getaddrinfo() & getnameinfo()

= Convert strings storing address and service into sockaddr

structure
= getaddrinfo(“www.kame.net”,”www”,&hint,&res);

= Options are specified in hint
= hint is an addrinfo structure

s Results are returned as a linked-list, each list node contains a
sockaddr structure

= freeaddrinfo() to free returned linked-list
= freeaddrinfo(res);

= getnameinfo() converts from sockaddr into strings storing
address and service

= getnameinfo(sa,name,sizeof(name),srv,sizeof(srv),0);

2004/12/24 Speaker: Whai-En Chen 49
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i Introduction to Checkv4.exe

Provided by Microsoft

= ldentifies potential problems in codes and makes
recommendations

= |dentifies most trivial problems

= Successfully checks presence of IPv4 specified code. e.g.
gethostbyname(), struct sockaddr_in, and so on.

= Gives some false alert
= ldentifies parameters in comment

s Results from Checkv4.exe
= About 200 lines for CCL/ITRI SkinUA

2004/12/24 Speaker: Whai-En Chen 50
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i Checkv4.exe (Partial Results)

con CAWINDO WSS ystem 32w md _exe

CHECHEU4: Mo input files spe

D=~SIP~src~lowicheckud =*_c

cx_sock.cC4@> -
in addition for
cx_sock.cCb6d>» =
cx_sock.cCl12Y>
cx_szock.c(133>
cx_sock.cC1372>
instead. or use
cx_sock.c(139>
ICHOST dinstead
cx_sock.cCl14@>
ICHOST dinstead
cx_sock.c<141>
cx_sock.c(149>
ICHOST dinstead
cx_sock.c<2Z@3>

in addition fomr

cx_sock.ct242>
cx_sock.c(244>
cx_sock.cC3I7PT>

in addition for

cx_sock.cC418>
ICHOST dinstead

sockadd»_in

cified

: use sockaddr»r_storage instead. or wuse sockaddr_inb

IFPvt =upport
PF_INET : u=sze PF_INMETGE in addition for IPuG support

hostent =
AF_IHET =
IHADDR_AHY

use addrinfo instead
uze AF_INETG in addition for IPvE support
: usze getaddrinfo with nodename=HULL and AI_PASSIUE

inbaddy»_any in addition for IPub support

inet_addw»
inet_add»

gethosthyn
inet_ntoa

sockaddr»_i

IPut suppo
PF_IHET =
FPF_IHET =

sockaddr_i

IPuvt suppo
inet_ntoa

= use WEAStringToAddress or getaddrinfo with AI_HMUHMER

uze WSAStringToAddress or getaddrinfo with AI _HWUMER

ame = use getaddrinfo instead
= u=se WSAAddreszsToString or getnameinfo with HI_MUHMER

n = use sockaddr_storage instead, or use sockaddr_inb
»t

use PF_IHETG in addition for IPub support

uze PF_INETG in addition for IPvE support

n = use s=ockaddr_storage instead,., or use sockaddr_inb
»t

= use WUWEAAddreszsTofString or getnameinfo with HNI_MUHMER

X

2004/12/24
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Comparison of socket address structure

Mational Chiao 707108

Uniresicg

1Pv4d
sockaddr in{}
length
l6-bit port#

32-bit
[Pv4 address

(unused)

AF TNET

hixed length (16 bytes)
Figure 3.1

IPv6

sockaddr iné6{}

length AF_ TNETHE

Unix

sockaddr un{)}
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Datalink

sockaddxr_ dl{}

length !A[-'_'_.UI:A‘-_.

length AF LINK

16-bit port#

32-bit
flow label

128-bit
IPv6 address

fixed length (24 bytes)

Figure 3.4

Figure 3.5 Comparison of various socket address structures.

pathname
(up to 104 bytes)

wvariable length
Figure 14.1

interface index

type name len

addr len sel len

inte rfcl Ce mame
and
link-layer address

variable length
Figure 17.1
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Socket address structure pass.

LT '|.‘I'l WESS

in
| length
I ‘ | K
address

structure

Figure 3.6 Socket address structure pmﬁud from process to kernel.

bind, connect, sendto

2004/12/24

Speaker: Whai-En Chen

user process

nt
| length ‘

socket

address
E structure
I

kernel

Figure 3.7 Socket address structure passed from kernel to process.

accept, recvfrom, getsockname,
getpeername
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in addr{}
NUIMETIc < 32-bit binary
[Pv4 address
|~
ke =
E+ =
a1 |2 fxl
= | . = |
i __|| M
I ,:." [ o
— A
. =l
55 8w
G (5 il
gl W "'f E
by o |—|I gl
bos i e
T g
|5 A
. ; dotted-decimal
presentation . .
' IPv4 address
Figure 3.10
ZUUS LLT 24

iné addr{}

128-bit binary
IPv4-mapped or
[Pvd-compatible

IPv6 address

= S
£ B

[ £a}

= A

i— =

- i |

o, [

L o
= |
B Q|
Ly PR

Q ()

| |

i 49

! v

e i

X:X:X rxM:a.b.o.d

Summary of address conversion functions.
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in6é addr({}
128-bit binary
IPv6 address
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pton(AF

inet

A
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i NTPO&CCL SIP User Agent (UA)

SIP-based VolP phone running on Windows
= Support H.263 Video codec
= Support G.711u/G.711a/G.723/G.729 Audio codec
= Support registration
= Support authentication § e

7 89

* O #

k .________ - N _____."'
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i Structure of SIP UA

ccIRTP Codec

WavelO
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meEapoTient Relationship of -
CallManager

A

Function Call Windows Event
\ 4
A
Function Call Callback Function

A 4
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i GUI Problem

= |P Address control
= Is IPv4 specified
= Do not accept domain name

= Use Edit control instead

2004/12/24 Speaker: Whai-En Chen
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Froxr
IF Addre 140 . 95 . 102 . 139

Part |5070 (« UDPF (" TP

Frooor

IF hddgest 3ffe:3600::1|
Fort (507 » TCFP
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i Get LLocal Address (1/2)

= Old method: gethostbyname()
= Gethostbyname() on local hostname

= Does getaddrinfo() on local hostname works?

= Not works on Windows XP
= Works on Windows 2003
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‘L Get Local Address (2 of 2)

= Make use of IPHelper functions
= Presented in Windows from Windows 98

= A Windows-only solution
= Works on both windows XP and 2003

= Function name: GetAdaptersAddresses()

Local Settngs
Use IP Address :
) o0
| Static Lestzn FENREENFERES
2002:8:71: Theb:B:71:Theb b
174 Port (2060 @ UDF ( ILF

>4
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i Parsing URI with IPv6

IPv6 address in URI
= Sip:wechen@[3ffe:1345:5643::3]:5060

= Some parser assume semicolon will be used only to separate IP
and Port

= Modify parsing algorithm to deal with IPv6 address.

= URI In SIP header may contains IPv6 address
= INVITE sip:wechen@[2001:238:f82:66::33]:5060

= |P6 addrtype & IPv6 address in SDP
= c=IN IP6 FE80:60::2
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i—t;@al-@f-Eorting SIP UA to IPv6

s Provide IPv6 communication to Users
(a long-term solution)

= SIP UA should accept SIP URI that contains IPv6
literal address (specified in RFC 3261)

= SIP UA should correctly handle IPv6 addresses in
SIP/SDP header fields

= SIP UA should operate with other IPv6 SIP UAS
(KPhone and LinPhone) and SIP servers (IPtel and
Partysip).
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i Modifications for SIP User Agent

= Auto IPv4/IPv6 negotiation requires modification in

listening thread part and rewrite working flow of
calling

= The IP version is the same as the IP address that user choose
= SIP UA will use either IPv4 or IPv6 at the same time.

= Lower part in protocol stack should check an extra parameter
that specifies address family
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i (cont.)

= |Pv6 address Literal format has scope-id
= E.g. 1e80::201:2ff:fe85:37ed%3
= Used by linked-local address
= ldentify the same address on different interface

= Scope-id must be specified when connecting to sites
using link-local address

= An extra parameter in data structure to keep this
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i (cont.)

= SIP URI may contain IPv6 address
= E.g. sip:wechen@[2001:238:f82:6::2]:5060
= Rewrite parser to ensure correctly dealing with colon

= Since IPv6 address are longer than IPv4 address, GUI
components related to address should be modified

= Avoid using IPAddressControl that supports IPv4
address only
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= Changes 500+ out of 100,000+ lines in 150 files
= About 300 lines are not identified by checkv4.exe
= SIP UA supports

= [Pv4 or IPv6 communication

= |Pv6 address in SIP URI

= |Pv6 address in GUI and form
= Modifications in SIP UA

= Transport — handle different IP versions
= GUI - handle IPv6 address
= CallManager — URI parsing/generating
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i Modification Summary

Module name Modified files

UACore 5

sipTX 4

sip 5

sdp 1

rtp 6

transport 6

ccIRTP 2

MediaManager 4

Ul 4

CAmrorT > Total: 39 files

2004/12/24 Speaker: Whai-En Chen 67



LAB 117
&
VolP LAB

Call Statvs |Log |

Call-id [ Beer |

e Click right botton

2
Clear |

Call... »
Fegsztration. .. *

° IIIIIIIIIIIIIIIIIII.
Preferences. . ]

E— _
SIPUA Skinllid exe Next Page Call Distsil
—

wlanlT A MEC 8 pphication Mesmge Window
Fesmt

ry———._

ETP Test

_ Lbout
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2k T SIPVv6 User Agent=nIlPvo i at

5oz

Preferences |

1.:2# "User Settings | ~ 7

' Credential Seth ETP Zeth e
A @ swesoms || 2 & [UserIP Address , 557 ¢ -
Sreeserneseaianed % #% Global Unicast IPv6 Address

(4c : 2001:238:f88:131:2e0:18ff:feea:f782)
3. 4rdk & BAXIPVARE: - P2 53
6to4 i~ 4+ (Prefix£.2002::/16)

Diizplayr Mame
zzr Narme : I‘lﬂl

Public &4dpess: - Is:ip:ual @ 2001 238:£80:1 31 2e:1 3ff feeaf TO2].
Contact Lddres |s:ip:ua1 @001 :238:138:131 2e0:15ff feea £ 782].

s Local Sethiogs

:.T_T;sae IF Addiess JEEIEII 238:f89:1 31 201941 feea:fTO2 ‘:_l .

[T Static Assign : I::l 3
UaPort (5050 @ UDP ¢ TICE Next Page

B mE | =Ewe | s
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Fraal [k Py

Preferences

1. :£# " Codec Settings | &

4

Wear seftines I Server Settings ,, ) - )
pusEmEmE® 2 ¢ =
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The codec selection priority will be g r c 2 =
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2. ] i&ﬁiﬂ ~ SIP URI (4r : SIP:7221@3ffe:3600:1::1)
3. EV«EU’ T TList ) &4 KUEH P 5

4-6. #° TLoad | 334 EBSIPURI» &~ TOK, = &
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C.rl

" 7
N Next Page
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Enter SipTTEL to dial
sipoual @[2001238:£88:1 312201 3t feea £732]: 5060 -

1. 3%~ Dial | &4 > B 485
2. £FES AT HY RREFHETVRRE
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% 1 78 B - SIPVv6 User Agent (UA) #5 18 = %

ColscSiting | Codafalbding | PRI Sdap |
Dinr ebrgs | Zprver St

Tews Falivimiiee,

Using IPv6 Addresses I

------------------------

------------- » SIP Signaling (IPv6)
------------- > SIP Signaling (Tunnel)

.......................
.......

"“
0

- { 3.4200 0K
Tunneling P e
o owe—— 32INVITE...oe . i £
""""" .. ...3BP000K. A P
........................... o

FE e : i
IPv6 Network Dual-stack ¢ 4 RTP > Dual-stack  IPv6 Network
(Showroom) Router Router  (NCTU VolIP Lab)

Internet (IPv4)
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== SIP Messages overi-

@ Ethernet II, src: 00:0d:28:459:he:a0, Dst: 00:0c:6e:45:1h:G8

E Internet Protocol version 6
B User Datagram Protocol, Src Port: 5060 (50600, Dst Port: 5060 (50600
B session Initiation Protocol
B request 1ine: INVITE sip:ual@[2001:238:T858:131:20c:6eff:fed4%:1h98] 5060 SIP/2.0

E mMessage Header
Call-ID:6456%479-133183-68-CFEC-5D518E6CFEFCE
Contact:sip:ual@[2002:8cFl:5772:18c7L:5772]:5060;0=1
Content-Length:181
Content-Type:applicationssdp
CSeq:Z2 INVITE

Max—Forwards : 70
To:sip:ual@[2001:238:F88:131:20c:6eff:Fed49:1b98] 1 5060
VviaisIP/2.0/uUDP  [2002:8c71:5772 1 8c71:5772] :5060; hranch=z%hzd hkf3ofacfaocarfzalfafelblafd4a60460
B Ses=ion Description Protocal
session Description Protocol version (v): O
[ owhner /Creator, Session Id (o): ual 178903546 178903546 IN IPE 2002 :8cC71:5772::8c71:5772
session Mame (s): Session SODP
B Connection Information (c): IN IPE 2002 :8c71:5772::8c71:5772
Connection Metwark Type: IN
Connection Address Type: IP6
Connection Address: 2002 :8cC7FLl:5772::8c71l:5772

2004/12/24 Speaker: Whai-En Chen

1 ¢ [§ : : 2 : < INVITE sip:ual@
2 0006000 2001:238:F88:131:20c: 2002 :8c71:5772:: H Status: 100 Trying
3 0.050000 2001:238:T85:131:20C: 2002:8C7l:5772::8 : SIP Status: 180 Ringing
4 F.051000 2001:238:f88:131:20¢: 2002:8c71:15772 1 18C7LNGIR/SDP Status: 200 ok, with session description
5 9.242000 2002:8c7l:5772::Bc7l: 2001:238:F88:131:20¢: Regquest: ACK sip:ual@[2001:238:T88:131:20c:6eff
6 15.624000 2002:8c71:5772::8c71: 2001:238:F88:131:20¢: Reguest: BYE sip:ual@[2001:238:¥88:131:20c:6eff
715 712000 2001:238:F858:131:20c: 2002:8c71:15772:18c71: SIP Status: 200 OK
[ N
,,,,,,, A N
B Frame 1 (756 bytes on wire, 756 bytes captured)

Method: INVITE IPVG addl'eSS

From:sip:ual@[2002 :8c7l:5772:18c7l:5772] :5060; tag=c2 TwornvhMUBhM ] AwM i 0d Y zcx0j UINZIG0 T hjNZEGNTC3M] OBNT AZMA,
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= RTP Stream over:-

i IPV6

5 0.133000 Z2001:235:F85:131:F5fF0 2002:8c71:5772::8c71: RTP Pa}1uad t}be=ITU—T G. 711 POl
6 0.143000 2001:238:Ff858:131:Ff5F0 2002:8c71:5772::18C71: RTFP Payload Type=ITU-T G.711 PCMI
7 0.165000 2002:8CFLl:5772::i8cFLl: 2001:235:F858:131:20C: RTP Payload Type=ITU-T G.711 PCMI
8 0.167000 2002:8C71:5077 £

P 200l : /10 WRe=ITU-T G, 1]

. B e Bl Lt aey -

EFrame 8 (234 bytes on wire, 234 bytes captured)
H Ethernet II, sSrc: 00:0d:28:49:be:ald, Dst: 00:0cC:62:4%9:1h:98
Bl Internet Protocol version &

version: &

Traffic class: 0x00

FlowlabeT: 0x00000

Payload length: 180

Mext header: UDP (0x11] |PV6 address

Hop Timit: 115

Source address: 2002:8C7F1:5772::8C71:5772

Destination address: 2001:238:T88:131:20c:6eff:fed9:1h98
E User Datagram Protocol, Src Port: S000 (90007, Dst Port: 9000 (90007
B real-Time Transport Protocol

version: RFC 188% version (20

Padding: False

Extension: False

contributing source identifiers count: O

Marker: False

Payload Type: ITU-T G.711 PCMU (00

Sequence number: 45

Timestamp: 14297585975

synchronization Source ddentifier: 28587

Payload: 6850505CE0616264 647 FFCEEEDEBECES. . .
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i Interoperablllty Testing

= Testing with 2 Linux SIP-based phone

= Kphone 3.2 with IPv6 (patched by iptel)

= Linphone 0.11.3 (claimed as IPv6 enabled)
= Environment

= Windows XP SP1

= Redhat linux 9.0

= Partysip IPv6 SIP proxy

= Iptel IPv6-enabled SIP server

2004/12/24 Speaker: Whai-En Chen

77



LAB 117
&
VolP LAB

i Interoperability Testing Results

S S -

= [0 IPv6 SIP proxy

Item Result
Register on iptel Succeed
Register on partysip Succeed

Call UA through partysip Succeed
proxy server
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i Interoperability Testing Results

= TolPv6 SIP UA

To
Erom Kphone Linphone SkinUA
OK SIP ok SIP ok
KPhone
) SIP ok OK SIP ok
Linphone
OK SIP ok OK
SkinUA

Linphone & KPhone can not accept URI containing IPv6 Literal address in URI.
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* 27 Data structure
ased VolP User Agent 5 7]
007 Socket APl ~ Tkt g4 7 & & 3%
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i N E Y LR

s BIA#E 3£ E ~ i+
= Function Mapper
= Name Resolver
= Address Mapper
= ALG Manager
= FTP-ALG

s BIAE & Ben@ g T 54T
= ITF % 4t Windows XP SP1
s P 2 a2 E: Intel Celeron 2GHz

slRte: 128 MB

= A 20GB

= 3427V Microsoft Visual C++ 6.0

= B O3V R Microsoft Platform SDK February 2003

m BIA¥® 34 7 > ficiit Windows XP/20032_ F
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Name Resolving:
Translate IPv6 address to IPv4 address

e CAWINDOWES yetem 3 emd _exe

SWINDOWE ssystem3d2 nprtest wuw.kame _.net ﬂ
‘sz hostname www.kamne .net

it's alias names:
drtype is 2

.addy, length is 4

*18.128.128.127

slA.128.128.126 E

C:sWINDOWE ~systend2 >

2004/12/24 Speaker: Whai-En Chen
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Socket-layer Translator Result

a Webpage of Kame Froject - Microzoft Internet Explorer | |
BEE KEE RO BEEL IO HAWD [

Qrr- O HEAG Ous fomns @re @ 35 & -3
D) | &) hpo#10.128 128177 v| B nE EE >
~

KAME Project

dancing kame by atelier momonga .
EEEEEEEEEEER EEEER
KAME Project is a joint effort of six companies in Japan
to provide a free [Fv6 and IPsec to both IPed ad 6y stack for BSD variants to the world.
o Newsflash! 82w
o August 4, 2003: & SNAF kit was generated. For the complete list of changes, check here.
< Past newstlash
« Latest releases
o KAME SNAP (weekly): August 4, 2003 New
= List of mirror servers
= Supported platforms: BSD/OS 3.1 (%), BSD/OS 4.3, FreeBSD 4.8-RELEASE , NetBSD 1.6.1, and OpenBSD 3.3,
We do oot generate tar gz file for the platforms macked with (*). Use anoncesiorsop for those platforoms. Hote that they may even not compile.
o Platforms with KAME code merged in:
» FreeBsSD 4.0 and bevond
= OpenBSD 2.7 and bevond
» NetBSD 1.5 and bevond
= BSDVOS 4.2 and beyond
o What's the difference between KAME kit, and KAME-integrated *ESD releases?
« Related software
o [P¥b6-enabled software and patches
o more about our IPv6-enabled sofiware and patch collections

&) 8% 3 EEE 5) F7E F#EH htp:/10.125 125 1 27imes pno-test-partner. gif .. wen ] D A
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Using IPv4 to Browse
Without Socket-layer Translator

a Webpage of Kame Project - Microzoft Internet Explorer |’__||E|[z|
#HER HEE #R0 FSEL IBO HAW -:,'
Qrx-© WEAG Jusfrmme @mu @ 25 W- 13
EEE 0] |@ http:furarw kame net v feE  GEE ”

:
KAME Project
’IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
. .
u [ ]
u [ ]
u [ ]
u [ ]
= [ ]
" If you migrate to [Pv6 HTTP, vou'll be able to view the dancing kame =
'IIIIIIIIII!IIIIIIIIIIIIIIIIIIIII L -
EAME Project is a joint effort of six companies in Japan
to provide a free [PvE and [Feec o woth P ad o6y stack for BSD variants to the world, 0
o Newsflagh! Mew
o August 4, 2003 4 SHAP kit was generated. For the complete list of changes, check here.
o Past newsflash
o Latest releages
o KAME SNAP (weekly): August 4, 2003 New
= List of mirror servers
= Supported platforms: BSD/OS 3.1 (%), BED/OS 4.3, FreeBSD 4.8-RELEASE , NetBSD 1.6.1, and OpenBSD 3.3,
Wedo oot geoerate tar gz file for the platform macked with (*). Use anoncvsicesop for those platforms. Mote that they may even oot compile.
o Flatforms with KAME code merged in:
» FreeB3D 4.0 and bevond
= OpenBSD 2.7 and beyond
» NetBESD 1.5 and bevond
» BSD/OS 4.2 and beyond
o What's the difference between EAME kit, and K AME dntegrated *ESD releases?
o Related software
o IPv6-enabled software and patches
o more about our IF¥6-enabled software and patch collections
b
& =5 o FEREE
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i Conclusions

= In this course, you can learn the following techniques
= IPv4 Windows Socket Programming
= IPv6 Windows Socket Programming
= IPv4/IPv6 Domain Name Resolution

= You can try to do following advanced topics.
= Writing IPv4/1Pv6 compatible programs
= Porting IPv4 applications to IPv6 version
= Writing ALG on Socket-layer Translator
= Writing IPv6 Test tools on SIPv6 Analyzer
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i References

s Microsoft Platform SDK
= MSDN Library
m VC++ 6.0
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IPv4 Header
0 34 78 15 16 31

version header . . T
@) length type of service total length (in bytes)
identification 0 ? 1;1 fragment offset
time to live
(TTL) protocol header checksum 20 bytes
32-bit source IPv4 address
32-bit destination [Pv4 address
/ options (if any) /
-/ data /
Figure A.1 Format of the IPv4 header.
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nadfin i IPv6 Header
0 34 7 8 15 16 23 24 31
Vefgon priority flow label
f payload length next header hop limit
128-bit source IPv6 address
40 bytes
128-bit destination IPv6 address
Figure A.2 Format of the IPv6 header.
2004/12/24 Speaker: Whai-En Chen

91



IPv4
Address

2004/12/24

class A

class B

claés C

class D

class E

LAB 117

&
I 7 bits l 24 bits I

0 network ID host ID

| 14 bits 16 bits
1|0 . network ID host ID

| 21 bits 8 bits
1|11]0 network ID host ID
| 28 bits

1|1(1]0 multicast group

27 bits

(reserved for future use)

Figure A.3 IPv4 address formats.

Class Range
A 0.0.0.0 to 127.255.255.255
B 128.0.0.0 to 191.255.255.255
C 192.0.0.0 to 223.255.255.255
b 224.0.0.0 to 239.255.255.255
E 240.0.0.0 to 247.255.255.255

Figure A.4 Ranges for the five different classes of [Pv4 addresses.

Speaker: Whai-En Chen
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IPVv6
Address

2004/12/24

Allocation Format
prefix

reserved 0000 0000
unassigned 0000 0001
reserved for NSAP 0000 001
reserved for TPX 0000 010
unassigned 0000 o011
unassigned 0000 1
unassigned coo1
aggregatable global unicast addresses | 001
unassigned 010
unassigned 011
unassigned 100
unassigned 101
unassigned 110
unassigned 1110
unassigned 1111 ©
unassigned 1111 10
unassigned 1111 110
unassigned 1111 1110 0
link-local unicast address 1111 1110 190
site-local unicast address 1111 1110 11
multicast addresses 1111 11112

Figure A.7 Meaning of high-order bits of IPv6 addresses.

Speaker: Whai-En Chen
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